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Introduction

15 steps to identify and respond to incidents

1st Preservation of evidence

2nd Communication to the insurance company, when relevant

3rd Constitution of the crisis committee

4th Identification of the incident root cause

5th Containment of the vulnerability

6th Identification of data exposure

7th Web scan: monitoring of the surface and deep web

8th Elaboration of the severity score of the incident

9th Definition on communication to the owners and the authorities

10th Elaboration of a script to answer questions from consumers

11th Elaboration of Material Fact, if applicable

12th Elaboration of reactive notes to the press

13th Forensic report of the incident

14th Legal strategy for containment

15th Legal measures to identify the offender
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Once the incident is confirmed, it is necessary to 
understand its extent in greater detail, with 
multisectoral action for the appropriate response 
previously defined by the organization. From the 
outset, we understand that the team responsible 
for this work must, at a minimum, include 
representatives from the Departments of 
Technology, Information Security, Legal and Public 
Relations and Communications, professionals who 
must be called upon to compose the "Crisis 
Committee", with the execution of the necessary 
actions to respond efficiently to the incident. Next, 
check each of these actions, there is not 
necessarily a chronological order between them.

¹ According to research released by IBM, the average global time for incident identification and containment is about 280 

days; looking only at Brazil, that number rises to 380 days. Source: IBM Security – Cost of a Data Breach Report 2020. 

Available at: https://www.ibm.com/security/digital-assets/cost-data-breach-report/#/. Last accessed on August 29, 2020. 

INTRODUCTION

Identifying an incident is not always simple 
and quick. It is not uncommon for breaches to 
be effectively detected only months after the 
system was invaded. Another very common 
situation is when the company is informed via 
e-mail (usually through the contact e-mail 
available on the website or the press office) 
by the fraudster about the incident.

Therefore, those responsible for the 
Information Security in the organizations must 
have routines implemented and frequently 
checked (including analyzing the alerts issued 
by defense tools), so that it is possible to 
identify the incident internally, and not by 
third parties.
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15 STEPS TO IDENTIFY AND
RESPOND TO SAFETY INCIDENTS

Preservation
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the incident
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to identify the 
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The maximum amount of evidence of the 
incident itself and of all the measures 
adopted based on its knowledge must be 
preserved. This way, it can subsequently 
demonstrated to any authorities 
responsible for the investigation that the 
steps taken were diligent and effective, in 
order to understand the event and 
mitigate its effects.

Therefore, from the initial moment of 
action until its containment and effects, all 
steps must be properly documented, 
including, for example:

1PRESERVATION
OF EVIDENCE

All internal and external 
system logs

Interactions of the team involved 
and all measures taken

Possible hiring of third parties Minutes of relevant meetings
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* For more information on the topic, we recommend reading: PINTO, Cláudio Macedo. Cyber Insurance e Seguro para

DPO. In OPICE BLUM, Renato; VAINZOF, Rony; MORAES, Henrique Fabretti. Data Protection Officer (Appointed):

Teoria e Prática de acordo com a LGPD e o GDPR. São Paulo: Revista dos Tribunais, 2020.

The deadlines for communicating 
claims notices to the insurer, 
which, in some situations, 
correspond to a few hours after 
the actual awareness of the 
incident, under penalty of losing 
the possibility of indemnity.

Know the main clauses well 
so that you can give an 
effective answer.

It is increasingly common to identify companies 
in Brazil hiring insurance for information 
security incidents (officially called Cyber 
Insurance or Data Liability and Privacy and 
Data Protection Insurance), and it should be 
said that there are already several insurers 
offering this solution.*

In these situations, it is essential to observe the 
deadlines for communicating claims notices to 
the insurer, which, in some situations, 
correspond to a few hours after the actual 
awareness of the incident, under penalty of 
losing the possibility of indemnity. Thus, it is 
necessary to know the main clauses in order to 
be able to give the effective answer.

2COMMUNICATION 

TO THE INSURANCE

COMPANY WHEN PERTINENT

In such situations, it is essential to observe:
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Customer Service, when
customer data is affected

Human Resources, when data of 
employees is subject to commitment

Information Technology
and/or Security

Communication and/or 
Public Relations

Companies must contemplate and 
convene a “crisis committee” as soon as 
they become aware of the incident, in 
order to enable the fastest possible 
response. This group will be responsible 
for monitoring the unfolding of the 
response process with periodic reports 
on the evolution of the situation.

3FORMATION
OF THE CRISIS
COMMITTEE

We suggest that the crisis committee should include representatives 
from at least the following areas:

Depending on the affected personal data, the following areas must also be involved:

A multidisciplinary committee will add the relevant knowledge necessary to deal with each type of incident 
and its effects in a holistic manner, taking into account the variables inherent to each particular situation.

Legal and/or 
Compliance

Other specific 
areas
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ANPD recommendations

Read, on pages 20, 21 and 22, the recommendations of the 
National Data Protection Authority.

Technical works should seek to identify the 
root cause (source) of the security incident.

This step is essential for the response plan 
to be built, according to what actually 
occurred, addressing the specific points 
that must be circumvented.

4IDENTIFICATION OF

THE INCIDENT

ROOT CAUSE
Technical work should 
be carried out with 
great caution, and it is 
not recommended that, 
initially, any hypothesis 
be ruled out.

The erroneous identification of 
the root cause can lead to the 
construction of a plan that will 
not resolve the issue, which 
may reoccur in a short period 
of time.
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5CONTAINMENT OF THE VULNERABILITY

After the identification of the root cause, the technical plan must be prepared to contain the identified vulnerabilities 
in the most efficient way possible.

Solving problems quickly is not always the best 
solution. It is important to consider and evaluate 
all actions' repercussions.

At this point, it is important that lessons are also 
learned from the incident and indicators are 
created, even as a way to reduce the chances of a 
new occurrence. If such is to happen again, we 
may be able to contain the repercussions more 
effectively.
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It is also necessary to try to 
understand which database may 
have been compromised in the 
incident, in order to be able to map 
if personal and/or corporate data 
was exposed.

6

Response and containment 
strategies are unique in 
each situation, especially 
considering that different 
laws can impact the steps 
needed to be taken.

This necessary delimitation 
can be complex, especially 
when the organization lacks 
efficient and wholesome 
logs or when the 
identification of the incident 
happens long after the 
actual breach.

In these situations, the 
dedication of the security 
and technology teams must 
be even greater, in order to 
overcome these technical 
shortcomings.

IDENTIFICATION

OF DATA

EXPOSURE
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Better understanding 
of the event.

Monitoring should continue until the life cycle of the incident is contained, in order 
to move on to the content removal strategy.

In confirming that there was unauthorized 
access to data, monitoring both the 
surface web ("surface Internet", that is 
what can be easily found in search 
engines) and the deep web (the "deep 
Internet", which is not easily accessible to 
the general public and where fraudulently 
obtained data and credentials are usually 
negotiated) contributes to:

7

Removal measures 
with the surface 
web providers.

Investigation of 
possible offenders.

WEB SCAN:
SURFACE AND DEEP
WEB MONITORING
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8 We understand that at least three points must be studied, in order to be 
able to trace this score safely:

In this study, it is also important to consider the volume of compromised data and its effective exposure. 
From this information, we proceed to the calculation of the score, which varies from low (final score less 
than 2); medium (between 2 and 2.9); high (between 3 and 3.9); and very high (greater than or equal to 4).

ELABORATION OF
THE SEVERITY
SCORE OF THE
INCIDENT

After confirming that there has 
been undue access to personal 
data, we recommend that the 
actual severity of the incident be 
studied, through the preparation of 
its score. It is important to mention 
that there is no single 
methodology for this. From the 
result, it will be possible to confirm 
whether or not there should be 
notification to the affected data 
subjects and the authorities.

Context of the incident (mainly 
understanding what types of 
data were compromised: 
personal, sensitive, behavioral 
or nancial, understanding the 
degree of exposure of the data 
subject, in each situation).

Ease/difficulty of identifying 
the data subject from the 
exposed data.

Circumstances of the 
incident (identifying where 
the compromise was: 
confidentiality, integrity or 
availability – additionally, 
possible malicious intent 
must also be checked).
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ANPD recommendations

Read, on pages 20, 21 and 22, the National Data Protection 
Authority's recommendation.

The elaboration of the score will also 
support the analysis necessary for 
the decision on the communication 
of the incident to:

9
Data subjects affected.

Authorities in general, including not only the National 
Data Protection Authority (ANPD), but also sectoral 
regulators, such as the Central Bank, the Securities 
and Exchange Commission and the Private Insurance 
Superintendence.

COMMUNICATION
TO THE DATA SUBJECTS 
AND TO THE AUTHORITIES

13



These questions appear only as initial guidelines and need to be deepened and 
adapted, in line with the particulars of the incident, to mitigate the risks of a given 
consumer running out of effective responses.

Especially in incidents involving consumer 
data, it is important that organizations 
develop a script for potential questions 
that will arise, as well as evaluating and 
training professionals who will be at the 
forefront of care for the victims of the 
event, so that they can safely address 
aspects of the incident, including, but not 
limited to, the following:

10ELABORATION OF A
SCRIPT TO ANSWER
QUESTIONS FROM
THE CUSTOMERS

? What information was improperly accessed?

?
?
?
?
?

Can I be a victim of fraud due to the incident?

Were the authorities informed of the incident?

What can I do to protect myself?

How will I be indemnified for what happened?

Where can I get more information about the incident?
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According to article 157, § 4, of Law no. 
6.404/1976, which provides for Stock 
Corporations:

11PREPARATION OF
MATERIAL FACT, IF
APPLICABLE

Thus, a cautious interpretation has arisen in the sense 
that a security incident is something that can 
“considerably influence the decision of market investors 
to sell or buy securities issued by the company”, as the 
publicly traded companies that pass through it must 
communicate a Material Fact in such situations.

We recommend that the communication be direct, clear, 
objective and includes only information about which 
there is complete certainty, avoiding any need for 
subsequent correction of information, which can be 
harmful. In addition, it is important to keep the statement 
updated as investigations progress.

The managers of the publicly-held 
company are obliged to immediately 
communicate to the stock exchange and 
to disclose in the press any resolution of 
the general meeting or of the 
management bodies of the company, or a 
material fact that has occurred in their 
business, which may have a significant 
influence on the market investors' 
decision to sell or buy securities issued by 
the company.

15



Reactive to the questions that 
usually arise in the press if the 
incident becomes public, which 
can happen even by means of a 
relevant fact note issued 
directly by the infringer himself.

Reactive note after communicating to 
affected subjects and the National Data 
Protection Authority itself.

Continuing with the theme of 
transparency, it is interesting that 
companies are prepared to 
present a note:

12ELABORATION OF
REACTIVE NOTES
TO THE PRESS
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In order to understand the 
reports, it is important to 
avoid the use of overly 
technical language.

Seek to be as clear and 
direct as possible, especially 
considering that the District 
Judge or the Chief of Police 
(recipients of the evidence) 
will not necessarily have a 
deep knowledge of 
Information Technology and 
Computational Forensics.

After the root cause has been 
identified and technical means to 
resolve the vulnerability have been 
taken into effect, it is important to 
assess applicable extrajudicial and 
judicial means.

The responsible experts shall make, 
by technical analyses, reports of 
everything that was assessed, 
thinking about how theses 
documents may be utilized to 
instruct means of contention or the 
identification of the offender.

13FORENSIC REPORT
SCORE OF THE INCIDENT
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The performance must be fast.

The initial petition must contain, under the terms of article 19, § 1, 
of Law 12.965/2014 (Brazilian Civil Rights according to Framework 
for the Internet), “the clear and specific identification of the content 
identified as infringing, which allows the unequivocal location of the 
material”, preferably* the indication of the URL (Uniform Resource 
Locator), representing the e-mail which the content is found.

Moving on to legal strategies, we 
understand that the first step can be 
taken to contain the main effects of 
the incident, including, especially, 
the removal of any illegal content 
made available by the offenders 
(such as confidential information or 
databases). 

14LEGAL STRATEGY

FOR CONTAINMENT

*We understand that the indication of the URL is not mandatory, but recommended. When
the URL is not specified (even because, in some situations, this is technically impossible), we
recommend that the content is indicated in such a way that leaves the Judge no doubt as to
the specific object of the removal request.
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Naturally, the success of the measure 
will depend on the existence of 
technical information that allows the 
sequence with the measures of breach 
of confidentiality, such as the existence 
of IP (Internet Protocol).

In parallel with content removal 
measures, actions can also be taken 
to identify the offender.

15LEGAL MEASURES

TO IDENTIFY

THE OFFENDER
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1What to do in case of a personal data security incident?

Assess the incident, considering the nature, category, and number of 
affected data subjects; category and amount of data affected; and 
concrete and probable consequences;

Communicate to the Personal Data Protection Officer, also called 
DPO (Data Protection Officer) (Art. 5, VIII, of the LGPD);

Communicate to the controller, if you are the operator;

Communicate to ANPD and the data subject, in case of risk or 
material damage to the data subjects (Art. 48 of the LGPD); and

Prepare documentation with the internal assessment of the incident, 
measures taken and risk analysis, in order to comply with the 
principle of accountability (Art. 6, X, of the LGPD).

The following questions and 
answers were made available 
by the National Data Protection 
Authority (ANPD) on February 
22, 2021.

Their recommendations serve 
as a guide for treatment agents 
until regulation is in place.

ANPD

RECOMMENDS

The five actions recommended by the ANPD are contemplated in the 15 steps gathered in this 
booklet. If you haven’t yet, check each one for more information.

20



The probability of significant risk or damage to the data subjects, which 
will be greater whenever the incident involves: sensitive data or of 
vulnerable individuals, including children and adolescents; potential to 
cause material or moral damage, such as discrimination; violation of the 
right to image and reputation; financial fraud; and identity theft.

The volume of data involved; the number of affected individuals; the good 
faith and intentions of the third parties who had access to the data after 
the incident; and the ease of identification of data subjects by 
unauthorized third parties

Whenever the controller internally assesses that the security incident may 
entail significant risk or damage to the affected data subjects, taking into 
account under the LGPD perspective:

ANPD

RECOMMENDS
2In which situation is it necessary to communicate the incident to the

personal data subject?

21



Controllers must be cautious when communicating – clearly and concisely – even in cases of doubt 

about the relevance of risks and damages.

Download here the personal data security incident reporting form.

ANPD

RECOMMENDS
Identification and contact details of the entity or person responsible for processing; 
DPO (Data Protection Officer); or another contact person;

Indication of whether the notification is complete or partial. In the latter case, highlight 
whether the communication is preliminary or complementary; and

Information about the safety incident of personal data:

Detection date and time;
Date and time of the incident and its duration;
Circumstances in which the breach of personal data security occurred, such as loss, theft, 
copy, leak, among others;
Description of personal data and affected information, such as the nature and content of 
personal data, category and amount of data and affected data subjects;
Summary of the incident, indicating the physical location and storage medium;
Possible consequences and negative effects on the affected data subjects; 
Preventive safety, technical and administrative measures taken by the controller;
Summary of measures implemented to control possible damage;
Possible problems of a cross-border nature; and
Other useful information to the affected people to protect their data or prevent damage.

In addition to the provisions of § 1 of article 48 of the LGPD, the ANPD recommends that 
there be:

3What information should the communication of the safety incident to
the ANPD contain?
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NATIONAL DATA
PROTECTION
AUTHORITY (ANPD)

NATIONAL 
TELECOMMUNICATIONS 
AGENCY (ANATEL)

Art. 48. The controller must 
report to the national authority 
and the data subject the 
occurrence of a security incident 
that may cause significant risk or 
damage to the data subjects 
(Law 13.709/2018.

Art. 48, § 1 The communication will be made within a 
reasonable period, as defined by the national authority, and 
must mention, at least:
I - the description of the nature of the affected personal data; 
II - information about the data subjects involved;
III - the indication of the technical and security measures 
used to protect the data, observing commercial and 
industrial secrets;
IV - the risks related to the incident;
V - the reasons for the delay, if the communication was not 
immediate; and
VI - the measures that have been or will be adopted to 
reverse or mitigate the effects of the loss (Law No. 
13.709/2018).

"(...) within a reasonable 
time, as defined by the 
national authority."

Current guidance from 
the ANPD: 2 business 
days

9/18/2020Law no. 
13.709/2018, art. 48

Art. 9 The provider must notify 
the Agency and communicate to 
other providers and users, as the 
case may be and without 
prejudice to other legal 
communication obligations, the 
relevant incidents that 
substantially affect the security 
of the telecommunications 
networks and user data 
(Resolution No. 740/2020).

Art. 17, § 1 The notification of the relevant incident must 
include analysis of the cause and impact, as well as miti-
gation actions adopted, as the case may be (Resolution 
No. 740/2020).

Not yet defined

Art. 17, § 3 It is up to the 
GT-Ciber to provide for the 
aspects of form and proce-
du-re for the notification 
referred to in this article, 
subject to the provisions of 
art. 24 of this Regulation.

0 1 / 0 4 / 2 0 2 1 , 
however, the
providers have until 
07/04/2021 to adapt:

Art. 27. The provider 
must comply with the 
provisions of this 
Regulation within 
180 (one hundred 
and eighty) days 
from its entry into 
force.

Resolution No. 
740/2020, arts. 9 
and 17

INFORMATION SECURITY INCIDENTS 
- DUTY OF COMMUNICATION

Regulatory
entity

Normative 
instrument Normative text

Information to
be submitted Effectiveness

Deadline for
communication
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CENTRAL BANK
(BACEN)

SECURITIES AND 
EXCHANGE 
COMMISSION (CVM)

Art. 8, § 1, III - The report referred to in the caput must 
address, at least:
III - the relevant incidents related to the cyber 
environment that occurred in the period;

Art. 20. The procedures adopted by the institutions for 
risk management provided for in the current regulation 
must include, with regard to business continuity:
III - timely communication to the Central Bank of Brazil 
of the occurrences of relevant incidents and 
interruptions of the relevant services, mentioned in 
item I, which constitute a crisis situation by the financial 
institution, as well as the measures for the resumption 
of its activities (Resolution no. 4.658 / 2018).

III - the timely communication with the 
Banco Central do Brasil about occurrences 
of relevant incidents and relevant services 
interruptions, quoted on item I, that set a 
crise situation as well the arrangements to 
restart its activities (article 20, Resolution 
No. 4.658/2018).

"Timely communication"; 
insertion in annual report.

4/26/2018Resolution no. 
4.658/ 2018

Art. 35-C, § 1 The intermediary must, in due time, 
report to SMI and the management bodies the 
occurrence of relevant incidents that affect their critical 
systems and have a significant impact on customers.

Art. 35-C, § 2 The communication referred to 
in §1 of this article must include:
I – the description of the incident, indicating 
how the customers were affected;
II–assessment of the number of customers 
potentially affected;
III–measures already taken by the 
intermediary or those it intends to adopt; 
IV–time consumed in solving the event or 
expected time for this to occur; and
V – any other information deemed important.

"timely".5/4/2020
(CVM Instruction 
No. 618)

Instruction no. 
505/2011

INFORMATION SECURITY INCIDENTS - DUTY OF COMMUNICATION

Regulatory
entity

Normative 
instrument Normative text

Information
to be submitted Effectiveness

Deadline for
communication
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PRIVATE INSURANCE 
SUPERINTENDENCE
(SUSEP)

GOOD CREDIT RATING 
SCORE LAW

Art. 17. Sole paragraph. Regarding the contracts 
mentioned in the caput, Etir is responsible for 
supervising the handling of computer security 
incidents for the faithful fulfillment of its duties.

Art. 18. Etir has the autonomy to take emergency 
actions to respond to computer security incidents

- It is not in the standard3/19/2015Resolution No. 
171/2015

CONSUMERIST
AUTHORITIES

Art. 10, § 1 The supplier of products and services 
who, after their introduction in the consumer market, 
is aware of the dangerousness they present, must 
immediately communicate the fact to the competent 
authorities and consumers, through advertisements.

"Immediately".March /1991Law no.  
8.078/1990

Art. 18.  In the event of a leak of information from 
registrants or another security incident that may 
cause significant risk or harm to registrants, the 
database manager will communicate the fact:
I - to the National Data Protection Authority, in the 
event of an occurrence that involves the provision of 
data from natural persons;
II - to the Central Bank of Brazil, in the event of an 
occurrence that involves the provision of data 
provided by institutions authorized to operate by the 
Central Bank of Brazil; and
III - to the National Consumer Secretariat of the 
Ministry of Justice and Public Security, in the event 
of an event involving the consumers' data supply.

Art. 18, § 1 The communication referred to 
in the caput will be made within two 
working days, counted from the date of the 
knowledge of the incident, and shall 
mention, at least:
I - a description of the nature of the affected 
personal data;
II - information about the registrants 
involved;
III - an indication of the security measures 
used for data protection, including 
encryption procedures; 
IV - the risks related to the incident; and
V - the measures that have been or will be 
adopted to reverse or mitigate the effects 
of loss. 

Danger presented by products and services 
introduced in the market.

2 business days.7/24/2019Decree
No. 9.936/2019, 
that regulates 
Law no. 
12.414/2011

INFORMATION SECURITY INCIDENTS - DUTY OF COMMUNICATION

Regulatory
entity

Normative 
instrument Normative text

Information
to be submitted Effectiveness

Deadline for
communication
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